Privacy Statement on BYOD tests, HU University of Applied Sciences Utrecht
Privacy is very important to the HU University of Applied Sciences Utrecht (HU) and we therefore handle your personal data with care. In this Privacy Statement, we explain what happens to your personal data and how we safeguard your privacy when you take a test using Bring Your Own Device (BYOD). 
	
Starting from the 2023-2024 academic year, a large part of the digital tests will be administered centrally with BYOD so that the HU is no longer tied to a limited number of fixed PCs. This will provide a scalable solution to grow with demand and facilitate sufficient places. It uses the blocking software Schoolyear, which was developed to use in combination with invigilators physically present: an online tool that enables online tests and exams to be taken on school computers and on students' own devices. 

How does Schoolyear work?
Schoolyear is an online browser security tool that allows online tests and exams to be taken on school computers and on students' own devices. Schoolyear locks all other programmes and internet addresses on the computer during the taking of the online test or exam.
The blocking software is used specifically for ‘on campus’ exams where an invigilator is present. Students and lecturers use Testvision, which has an automatic link to Schoolyear, as a basis. Detailed information about the hardware and software requirements for digital tests on one's own laptop at the HU can be found at: https://help.schoolyear.com/hc/nl/sections/6078169209501-Veelgestelde-vragen

The blocking software Schoolyear has the following features:
· It focuses on prevention rather than recording and later reviewing behaviour;
· It is full-screen; the student cannot do anything outside the browser of the test;
· It never stores webcam images or microphone audio and does not record ID proof;
· The student can test suitability of the laptop himself without a trial test in advance;
· It can be used in test inspections, not just exams;
· Few sliders/options to set in advance or afterwards; It is either on or off.




1. Who is responsible for processing my personal data?
The HU University of Applied Sciences Utrecht (HU) is responsible for processing the personal data described in this Privacy Statement. The HU has a legal duty to process your personal data carefully as described in the privacy legislation; the General Data Processing Regulation (GDPR). Schoolyear, the party that facilitates the software for us, is also bound by this legislation, according to the agreements made by the HU in a separate agreement with Schoolyear. 

2. Which (categories of) personal data are processed?
If you take a test the HU administers using BYOD, Schoolyear processes technical data during the test to check for possible fraud as well as to check whether Schoolyear's application is functioning properly. Also, Schoolyear uses technical data to alert the student during the test if the laptop's battery dies or the Wi-Fi connection is down.
The following personal data are processed:
a. Name
b. E-mail address 
c. Student number
d. Chain ID (A unique user identification number that allows users to be identified between systems (Single Sign-on)).
e. Usage and technical data (operating system type, browser type, hardware/CPU information, IP address, the use of suspicious key combinations, the process name of opened applications during the key, battery level, Wi-Fi speed, navigation between pages and websites within the application, time and (de)activation of full-screen mode, log and crash data)

3. For what purpose are my personal data processed?
Verification of identity takes place physically. While taking the test, invigilators check for suspected irregularities with resources brought along or through consultation with other students in the same room. The blocking software Schoolyear checks whether there are any suspected irregularities while using the laptop. 
	Blocking software in general
	During the exam, students are prevented from using applications, digital documents or web pages on their BYOD other than what is allowed.

	A. Identification
	To check that the name and student number match your ID card.

	B. Fraud prevention and compliance
	Schoolyear checks when taking the test that the student has complied with the applicable regulations as described in the HU test guidelines (guidelines related to the use of digital aids other than those allowed).

	C. Time status check
	Schoolyear checks whether the test was completed within the stipulated time.



4. Under what law (legal basis) does the HU process my personal data?
We process your personal data on the basis of 'legitimate interest' (Article 6.1 (f) GDPR). Based on the Higher Education and Research Act (Wet op het hoger onderwijs en het wetenschappelijk onderzoek, WHW), the HU is free to interpret the practical organisation of examinations. In this interpretation, a balance must always be made between the interests of the institution and the impact on students' privacy. This consideration must be recorded. 
	Data processing
	Legal basis
	Explanation of legal basis

	Data to identify student (takes place through inspection of ID proof)
	Legal task
	Teaching task to test students' knowledge through test-taking.

	Data to detect fraudulent behaviour via software on student’s laptop
	Legitimate interest
	HU decision to take part of tests digitally. Importance of taking tests on a large scale during testing periods. Due to the limited testing capacity available in the designated testing rooms, it is necessary to administer tests via BYOD.

	Data to assess test result.
	Legal task / Task in public interest
	Teaching task to test students' knowledge through test-taking.



5. Who has access to my personal data?
All personal data is only viewed by a limited group of HU employees and concerns logging data visible in the Schoolyear dashboard. This is only possible if user is authorised. Only the functional administrator can change this at the request of the test centre.

6. Will my personal data be shared with third parties? 
The personal data the HU collects using the blocking software is stored encrypted within the EU by Schoolyear. This is the company that provides the tool the HU uses for BYOD tests. The encryption ensures that no traceable personal data is stored. The HU has entered into a processing agreement with Schoolyear to ensure that your personal data is processed carefully, securely and in accordance with the GDPR. This stipulates, among other things, that Schoolyear and its subcontractors (sub-processors) may never process the personal data for their own purposes and may only act in accordance with instructions from the HU. Your personal data will not be shared with third parties, unless the HU is obliged to do so on the basis of the law or a court order.

7. Where will my personal data be stored? 
Your personal data processed for taking the test will only be transferred to countries within the European Union.

8. How long will my personal data be stored? 
We do not keep your personal data for longer than necessary to achieve the purposes mentioned in question 3. As regards personal data collected for the purposes of monitoring unlawful behaviour and monitoring the passage of time, the following procedure applies: 
Educational participants: personal data will be processed on a test-by-test basis. These personal data will not be kept longer than 30 days after the removal of the test. If the HU suspects deviant behaviour and possible test fraud, the data will be kept for longer; for as long as necessary to investigate further and make a decision on the legitimacy of the result of a test (this also includes any legal proceedings in this regard).

9. How are my personal data protected?
The HU has made technical and organisational agreements with Schoolyear to protect the processing of your data. These include the fact that data captured during online monitoring are sent and stored encrypted. The stored data can only be viewed by the HU employees involved in monitoring the test taking and not by Schoolyear itself or other Schoolyear customers. (See also question 5 for this)

10. Who can I contact with questions about the processing of my personal data? 
If you have any questions about how your personal data are processed, you can ask the HU privacy desk: Askprivacy@hu.nl

11. How to exercise my privacy rights? 
Based on the GDPR, you have the right to access the personal data processed about you, the right to correct your personal data if it contains factual inaccuracies, the right to erase your personal data, the right to restrict the processing of your personal data and the right to object to the processing of your personal data. 
In the event of an objection, it will be assessed on a case-by-case basis whether this objection can or should be met. 
If you wish to exercise these privacy rights, please notify the HU Data Protection Officer via: Data Protection Officer fg@hu.nl.
In order for the request to be processed, you will be asked for identification. This will ensure that the request is made by the right person. If you are not satisfied with the way we handle your personal data, you also have the right to lodge a complaint with the Personal Data Authority.
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