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Privacy Statement HU University of Applied Sciences Utrecht 

The HU considers privacy a very important issue and therefore it handles your personal data 

carefully. This Privacy Statement explains what happens with your personal data and how we 

safeguard your privacy if you take an exam with online invigilation, which will from this point 

onwards be referred to as proctoring.  

There are four categories of proctoring: (1) live invigilation with conferencing software, (2) live 
proctoring (with special software) where somebody watches proceedings during the examination 
and can intervene, (3) reviewing every exam at a later time, on the basis of recorded images and 
logs, and (4) automated reviewing (where the report is checked retrospectively). [Source: SURF 
(2020)] The scope of this Privacy Statement is limited to the 4th variant: (proctoring via) 
automated reviewing. For the sake of readability, this will be referred to as proctoring within this 
Privacy Statement.  
 

1. Who is responsible for processing my personal data? 

Hogeschool Utrecht (HU) is responsible for processing the personal data that are described in this 

Privacy Statement. The HU is legally required to process your personal data carefully, as set out in 

the privacy legislation: the General Data Protection Regulation (GDPR). Proctorio, the party 

facilitating/carrying out the online invigilation on our behalf, is also bound by this legislation, by 

virtue of the arrangements made between the HU and Proctorio in a separate agreement.  

 

2. Which (categories of) personal data are processed? 

If you take an exam online where the HU uses proctoring for the purpose of invigilation, then the HU 

processes the following personal data: 

a. First name and surname; 

b. Email address; 

c. A picture of your proof of ID: identity card, driving licence or passport (without citizen service 

number BSN); 

d. A picture of you, taken by the webcam on your laptop or computer; 

e. Video and audio recordings of you and (possibly also) the room in which you sit the exam, 

made with the webcam on your laptop or computer; 

f. Monitor activities during the exam; 

g. Keystrokes; 

h. Head and eye movements; 

i. The IP address of the computer network to which your laptop or computer is connected; 

j. The web pages you visit during the exam; 

k. Your answers to the exam questions. 

 

3.What is the purpose for which my personal data are processed? 

When you sit an exam remotely (online), it is necessary for the HU: 

- to check the identity of the person sitting the exam;  

- to be able to establish that fraud is not committed during the exam. 
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In the event of you sitting an exam at a location of the HU, we will do this by means of physical 

invigilation. Now that we are setting exams online, we do this in a way that is different from what 

you are used to and we will also collect and use your personal in a different manner.  

Your personal data are used exclusively for the following purposes: 

a. authentication. After you have sat the exam, we will check whether you are indeed the person you 

claimed to be; 

b. fraud prevention. After you have sat the exam, we will check whether you complied with the rules 

during the exam and did not use unauthorized sources such as crib sheets (“cheat sheets”), chats and 

the internet. 

  

4.What is the law (the legitimate basis) on the basis of which the HU processes my personal data? 

We process your personal data on the basis of a so-called ‘legitimate interest’ (Article 6.1(f) GDPR).  

Pursuant to the Higher Education and Scientific Research Act, the HU is free to choose the practical 

methods for organizing examinations. However, the interests of the educational institution must 

always be weighed against the impact on the privacy of the students. These deliberations must be 

recorded.  

The Covid-19 pandemic renders it impossible to administer exams on a large scale at a HU location. 

In those cases where it is impossible to choose an alternative form of examination and other forms of 

supervision are not feasible either, the HU decided in this exceptional situation to administer the 

exams by means of online proctoring. This obviously affects the student’s privacy, which the HU 

endeavours to protect as much as possible by taking various measures. 

A student always has the right to object to online monitoring on grounds relating to his or her 

particular situation. This can be done in the manner described under question 11. Each case will be 

considered on its merits to decide whether or not this objection can or must be upheld. 

 

5.Who has access to my personal data? 

All personal data are only accessed by a limited group of HU staff members. 

Initially, the personal data that are collected during an exam at a non-HU location subject to online 
supervision are processed automatically. They are seen exclusively by employees of the HU who 
because of the very nature of their jobs play a role in processing your personal data for the above-
mentioned purposes and for whom it is necessary to have access to these personal data. For 
example: an examiner. This only happens in those cases in which irregularities have been detected by 
the system that can point to abnormal behaviour. 

For each examination, the HU predefines what might be abnormal behaviour. For example, is the 
student allowed to use reference works during the exam or start other software? An example of 
abnormal behaviour is when the student walks away or frequently looks away or when somebody 
else is seen in the room. 

In order to establish whether the “correct” student has sat the exam, the examiner will check the 
picture and the picture of your proof of ID which you took with your webcam prior to the exam. This 
check is carried out for all tests.  
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6. Are my personal data shared with third parties?  

The personal data that are collected within the context of the online supervision (see question 2) are 

encrypted and stored within the EU by Proctorio. This is the company supplying the tool used by the 

HU for online invigilation. The encryption ensures that the identity of the person cannot be derived 

from the personal data stored. The HU has entered into a processor agreement with Proctorio to 

ensure that your personal data are processed carefully, securely and in accordance with the GDPR. 

Among other things, there is a provision that Proctorio and its subcontractors (sub-processors) are 

never allowed to process the personal data for their own purposes and must only act in accordance 

with the instructions given by the HU. Your personal data are not shared with third parties, unless 

the HU is obliged to do so by law or because of a court order. 

 

7. Where are my personal data stored?  

The personal data that are processed in the context of your participation in the examination are 

exclusively transferred to countries within the European Union. If during the exam you use an email 

or chat message addressed to the help desk, your IP address and your email address will be safely 

stored in encrypted form in a location in the US. To this end, arrangements have been made with 

Proctorio in the processor agreement.  

 

8. How long are my personal data kept?  

We will keep your personal data no longer than is necessary for the purposes as specified under 

question 3. As regards your personal data which are collected for the purposes of authentication, 

fraud prevention and to check whether the time you spent on the exam does not exceed the time 

that was allocated for the exam, the following procedure applies:  

• Once the exam has been completed, the check will be carried out as soon as possible. If no identity 

or exam fraud is observed or no suspicion about this has arisen, the video recordings collected by 

Proctorio during the exam session and the picture of your proof of ID will be destroyed within a 

maximum of 30 days after the exam was registered.  

 • Your answers to the exam questions will be kept in accordance with the retention periods as laid 

down by law. In other words, this is no different from when you take an exam at the HU.  

• When the HU suspects there is a case of identity or exam fraud, the data will be retained for longer; 

as long as is necessary for further investigation and to make a decision about the validity and 

legitimacy of the result of an exam (this also covers any legal procedures about this). 

 

9. How are my personal data protected? 

The HU has made technical and organizational arrangements with Proctorio in order to safeguard the 

processing of your data. Among other things, they contain provisions that data recorded during the 

online supervision must be encrypted before they are sent and stored. The data stored are only 

accessible to employees of the HU who are involved in checking and assessing the exam session, not 

to Proctorio or other customers of Proctorio. (Please also refer to question 5) 
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10. Whom can I turn to with queries about the processing of my personal data?  

If you have queries about the way in which your personal data are processed, you can submit them 

to the Privacy Desk of the HU: Askprivacy@hu.nl 

 

11. How can I exercise my privacy rights?  

Pursuant to the GDPR, you have the right to access your personal data that are processed, the right 

to have your personal data rectified if they are factually incorrect, the right to have your personal 

data erased, the right to limit processing of your personal data and the right to object to the 

processing of your personal data.  

Each case will be assessed on its merits to decide whether or not this objection can or must be 

upheld.  

If you wish to exercise these privacy rights, you can inform the Data Protection Officer of the HU via: 

Data Protection Officer Roos.Roodnat@HU.nl. 

You will be asked to provide proof of ID before your request can be processed. This way, it is 

established whether the request is submitted by the correct person. If you are not happy with the 

way in which we handle your personal data, you also have the right to lodge a complaint with the 

Dutch Data Protection Authority. 
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