Manual for setting up TestVision and the use of Proctorio for digital conceptual exams

This manual is suitable for administering exams by means of ‘online proctoring’ and for ‘the new central exams’. The difference to the lecturer is small[footnoteRef:1]: the most important difference is that the lecturer chooses the correct configuration, see tables 1 and 2 of this manual. [1:  The difference is obviously bigger for the student, for more information see the student manual.] 


	Online proctoring 
(only to be used as ‘last resort’)
	The new central exams

	The exam is administered on a device owned and provided by the student.
	The exam is administered at the HU on a device owned and provided by the student. 

	The proctoring software records the ID of the student and web camera images and sound.

	An invigilator will be present to check the ID and monitor the exam proceedings ‘as usual’. Additionally, proctoring software will be used but it does not record the ID, nor does it record web camera images or sound. However, the student’s screen will be captured and it will monitor which websites are visited by the student, for example. 

	After the exam, reports will be assessed by a reviewer to see whether there is any reason to suspect irregularities.
	After the exam, the reports will be assessed by a reviewer to see whether there is any reason to suspect irregularities. These reports are limited, because they do not include web camera images and sound.
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What do I use TestVision and Proctorio for?
Digital conceptual exams (also called digital knowledge tests) are administered by using both TestVision and Proctorio. TestVision is the application where questions are set, tests are compiled, tests are administered, tests are marked and where results are registered (which can then be exported to OSIRIS). Proctorio is software that can record various things the student does during an exam (which can then be watched later) and that can limit various features of the student's computer and browser during the exam. Proctorio therefore digitizes part of the invigilation. 
Whether an exam is administered remotely completely, completely on location or in a combination of these options, Proctorio will be used in each case. Obviously, what Proctorio will need to register in terms of student activity is a lot more restricted in the case of an exam on location than an exam administered remotely. Keep in mind that proctoring from home is a last resort option if an exam cannot be administered in another form or at the HU. In exceptional cases, only TestVision may be used for an exam, but this will primarily be the case for exams at locations on devices provided by the HU (unlike the majority of the exams that will be administered on the students’ own devices). 
In the rest of this manual, the focus will be on how Proctorio works (specifically the technical aspects rather than the organizational ones). The way in which TestVision works is known to the majority of institutes. At the end of the manual, there are a few useful links that may help, in case people still have questions about TestVision. Moreover, Appendix 1 deals with tips and tricks about what you can do in TestVision to limit fraud (so this is in addition to the use of Proctorio). Appendix 2 is a checklist you need to use to ensure that an exam is ready for use in TestVision, so that students can sit this exam. 

How does Proctorio work?
Proctorio can do various things. As we said, what exactly you want the software to do depends on the situation (for example, whether the test will be administered at home or at the HU and whether this is a classical knowledge test or for example an open book exam). For exams sat at home you will need more checks to find out whether the student is the person he or she claims to be and whether the student does not do anything that is not allowed. The possibilities of Proctorio can be divided into four categories. It is software that:
1; Records things during the exam, such as webcam images, the student’s computer screen and sounds.
2; Records which student sits the exam.
3; Ensures that the student cannot do certain things during the exam, such as opening new tabs or printing.
4; Provides access to a number of tools during the exam (more specifically, calculator and a whiteboard, if set up).
Proctorio stores the data of the student and automatically detects ‘abnormal behaviour’. An example of abnormal behaviour is when the student walks away or looks away or when somebody else is seen in the room. Therefore, no one needs to watch the entire recording of the exam of each student.
What needs to be done though is for a ‘reviewer’ to look at what the software has marked automatically as abnormal behaviour and to assess if there is any reason for ‘suspicion of irregularities’. With an exam sat at home, it can be something innocent like a student taking a sip of water or gazing out of the window, but it is also possible that the student uses his or her telephone. How seriously the system rates certain potential forms of abnormal behaviour is not something that needs to be pre-set. This may be modified retrospectively per category of potential abnormal behaviour.
Please note: Proctorio cannot fully exclude the possibility of fraud being committed or that questions end up in the public domain, please bear this in mind (having said that, this is also true for printed exams). 
As the administrator(s) of the degree programme, you must do a number of things to use Proctoring. Each of these steps will be explained in more detail later in this manual.
1; Set the desired Proctorio configuration for administration with TestVision.
2; In the preparation of your exam, take into account the special circumstances of proctoring, for example the communication with students.
3; After the exam, you check whether the cases marked by the software as ‘abnormal behaviour’ give rise to a ‘suspicion of irregularities’ that should be submitted to the Examination Board. 

Which Proctorio configurations can I use for an exam?
With each of the previously mentioned four aspects of Proctorio (recording, identification, restrictions and tools), it is possible to define what the software does or does not do during an exam. For example, for one exam you may want to limit as many options for students as possible. For another exam, though, students may be allowed to use course sites and Google. 
The collection of options for a certain type of exam is called a ‘configuration’. At the HU, we have a number of configurations that examiners can use when administering exams. This means it is not possible to create your own configuration. However, it is possible to adjust the weight or importance given by the system to various types of behaviours of students (explained in more detail later). If you like to know more about what each feature does, please refer to Appendix 3. Below in table 1 and table 2 you can see the configurations for tests set at the HU and tests administered remotely. 

How do I set up proctoring for administering an exam in TestVision?
After you have created the questions for your exam in TestVision and created the exam with these questions, you need to link your exam to an exam session. You can set the exam session as a proctored exam session and indicate which configuration you wish to use. You can do this by checking the option Proctorio on the Security tab and selecting the desired configuration.





You can check whether the correct password has been set not only under the exam session settings, but also by using the detailed information available during the exam (via the [ i ] button). See the example below.
[image: ]

Table 1: Configurations for exams administered at the HU (‘the new central exams’)
	 
	‘Zaalhoog’
	‘Zaalmidden’

	Storage
	 
	 

	Video
	No
	No

	Audio
	No
	No

	Screen
	Yes
	Yes

	Internet traffic
	Yes
	Yes

	Room
	No
	No

	Lockdown
	 
	 

	Mandatory full screen
	 No
	No 

	Only one screen
	 Yes
	Yes 

	Only links within exam
	Yes
	No 

	Close open tabs
	 Yes
	Yes 

	Turn off printer
	 Yes
	Yes 

	Disable Clipboard
	 Yes
	Yes

	Block downloads
	 No
	No 

	Empty cache
	Yes
	Yes 

	Disable right mouse button
	Yes 
	No 

	Disable restart
	 No
	No 

	Verification
	 
	 

	Video
	No
	No

	Audio
	No
	No

	Desktop
	Yes
	Yes

	Identity
	No
	No

	Signature
	No
	No

	Log in
	No
	No

	Tools
	 
	 

	Calculator*
	None
	None

	Whiteboard
	None
	None



*This calculator is specifically the calculator available within the Proctorio tool, it does not refer to the standard Windows app called ‘Calculator’; or the calculator which can be set for a TestVision question. 

Table 2: Configurations for exams sat at home (‘Online proctoring’)
	 
	‘Max’
	‘Hoog’
	‘Hoog-midden’
	‘Midden’
	‘Laag’

	Storage
	 
	 
	
	 
	 

	Video
	Yes
	Yes
	Yes
	Yes
	Yes

	Audio
	Yes
	Yes
	Yes
	Yes
	Yes

	Screen
	Yes
	Yes
	Yes
	Yes
	No

	Internet traffic
	Yes
	Yes
	Yes
	Yes
	No

	Room
	Yes
	No
	No
	No
	No

	Lockdown
	 
	 
	
	 
	 

	Mandatory full screen
	No
	No
	No
	No
	No

	Only one screen
	Yes
	Yes
	Yes
	Yes
	No

	Only links within exam
	Yes
	Yes
	Yes
	No
	No

	Close open tabs
	Yes
	Yes
	Yes
	Yes
	No

	Turn off printer
	Yes
	Yes
	Yes
	Yes
	No

	Disable Clipboard
	Yes
	Yes
	No
	Yes
	No

	Block downloads
	No
	No
	No
	No
	No

	Empty cache
	Yes
	Yes
	Yes
	Yes
	No

	Disable right mouse button
	Yes
	Yes
	Yes
	No
	No

	Disable restart
	No
	No
	No
	No
	No

	Verification
	 
	 
	
	 
	 

	Video
	Yes
	Yes
	Yes
	Yes
	Yes

	Audio
	Yes
	Yes
	Yes
	Yes
	Yes

	Desktop
	Yes
	Yes
	Yes
	Yes
	Yes

	Identity
	Yes
	Yes
	Yes
	Yes
	No

	Signature
	No
	No
	No
	No
	No

	Log in
	No
	No
	No
	No
	No

	Tools
	 
	 
	
	 
	 

	Calculator*
	None
	None
	None
	None
	Scientific

	Whiteboard
	None
	None
	None
	None
	Yes



*This calculator is specifically the calculator available within the Proctorio tool, it does not refer to the standard Windows app called ‘Calculator’; or the calculator which can be set for a TestVision question.


What does proctoring mean for students?
Preparation
In order to sit an exam with Proctorio where the student uses his or her own laptop, the student must use Google Chrome or the latest version of Microsoft Edge as a browser and install the Proctorio plug-in. Subsequently, students will log on as they always log on to TestVision (with their student email address and their own password) and start the exam. If they use another browser or they have not installed the plug-in, they will receive messages to that effect. If Proctorio has been set for the exam, students will see [proctor] in front of the exam name in the overview of exams. Should students need software other than Proctorio and TestVision (for example Microsoft Office or SPSS), they will have to install this on their own device in order to use this. 

During the exam
When the student starts the exam, he or she will be directed to the Proctorio start screen. For example, this will show which data will be collected. Then the student will start the ‘exam pre-checks’, the aim of which is to establish that the computer meets all requirements. In the case of online proctoring, the student’s ID will be requested by the software. Then the exam begins. At that moment, the student automatically returns to TestVision and takes the exam as per usual. His or her time does not start until the pre-checks have been completed. When closing the exam, the student returns to the log-in page or a default screen in Proctorio. During the exam, students will see a small pop-up screen where tools may be available, where they can get help from Proctorio (by means of a chat feature) if they run into technical problems and where camera images are displayed when these are recorded. 

What proctoring exactly means to students is described in more detail in the student manual. 

How do I go to the stored data in Proctorio after the exam? 
Prevent data leaks 
Be aware of the way you handle the data that can be found in Proctorio. These are recordings of someone’s person and his or her personal environment, this applies in particular to proctored exams that were sat at home. Do not just forward data from Proctorio to somebody else and do not just allow someone else to watch while you are working in Proctorio.
 A data leak is a breach of security which leads to the destruction, loss, modification, unauthorized disclosure or unauthorized access to transferred, stored or otherwise processed personal data. It is irrelevant in this context whether or not there was intent. A data leak is therefore not necessarily a hack. Every data leak must be reported to the Data Protection Authority within 72 hours after detection. The Privacy Desk and the Data Protection Officer will see to this. More information about the HU privacy policy and a data leak can be found on the page: https://askhu.sharepoint.hu.nl/informatie-items/Paginas/Privacy-en-securityoverzichtspagina.aspx.


Proctorio Grade book 
The recordings are made with Proctorio, so in order to see these you have to use Google Chrome or the latest version of Microsoft Edge as your browser and download the Proctorio plug-in. If you take the following steps and you have not yet got the plug-in, you will automatically be taken to a screen where you are asked to download it. 
1; In TestVision, go to the results of the relevant exam. 
2; When you’ve chosen a candidate that took the exam, click the button [Review] on the right. 
3; Click on the [Proctoring] button in the bottom right corner. This will take you to an overview of all recordings made of this exam session in Proctorio. This will be registered in the history of the exam session as ‘Review Started’
4; Now you will be in the Proctorio environment, referred to as the grade book, here you can find information about the exam session as a whole and view the data of specific exam sessions of specific students. 
For a clear overview of how the grade book works, you can watch the following video clips: 
· https://www.youtube.com/watch?v=AzB7u8fdfUI
· https://www.youtube.com/watch?v=HUN8WPeG1JI 

A student's data are not available immediately after his or her exam, this will take a little while but it won’t be hours either. 30 days after the last test taken, the data will be automatically deleted. 
No exception can be made for the moment at which the data will be deleted. If appeal proceedings have started, the data will have to be kept in the form of reports (see below), the Proctorio data themselves will still be deleted after 30 days (after which the possibility to create the reports is also taken away). 

Please note: Whether you want to detect potentially suspicious moments or whether you want to create a report, we advise you to go to the 4th tab (Display Options) in the grade book first. We recommend that you tick all boxes (always make sure that all slide controls are moved to the right / are blue), except the options listed under ‘FERPA Controls’. Make sure that this is the set up each time you do something in the grade book, although a part of this you will probably have to do again each time you start the grade book. 



Suspicion percentages 
As indicated earlier, the importance or weight attached by the system to various categories of possible irregularities can be tweaked after the exam. Automatically, a percentage is specified with each student reflecting how suspect the student’s behaviour is. It looks like this: 

[image: ] 

The 2nd tab of the grade book (Proctorio Settings) allows you to specify how the system should rate various behaviours. You will find the following under the heading ‘Proctorio Frame Metrics’: 
 
[image: ] 

The slide controls under ‘Proctorio Frame Metrics’ determine how much importance the system attaches to it if the student displays more of those behaviours in absolute terms. If, for example, you move the slide control ‘Navigating Away’ to the right a long way, this means that the suspicion percentage of a student is strongly influenced if a student is doing a lot on screens other than the exam screen (quite apart from the fact whether other students doing the same test do this rather a lot or hardly at all). Not all these slide controls are useful for each configuration, ‘Head and Eye Movement’ for example can only be used if the webcam images are stored. 

This is in contrast to the ‘Proctorio Exam Metrics’ that are listed under the Frame Metrics, as these are relative (this concerns the deviation from a certain behaviour of a student relative to that behaviour with other students taking the same exam). These also influence the suspicion percentage. Unlike the Frame Metrics, these are not slide controls, but toggles (On/Off options). If they are on, they will be taken into account in the suspicion percentages, otherwise they won’t. For example, if you enable ‘Navigating Away’ here, this does not automatically mean that the more a student navigates away from the test screen, the higher the suspicion percentage will be. Rather, it means that the more or the less a student navigates away from the test compared with other students who do the same test, the higher the suspicion percentage will become. 

After you have adjusted the setting of the categories according to your requirements, you can then assess whether there were any irregularities for those students who according to the system have a high suspicion percentage (who appear highly suspect). In addition to examining these potential outliers, it will be worth your while to also take a sample of a few other exam sessions. To do this, click on the first tab (the ‘Proctorio Gradebook’ tab) for the relevant student. Then you navigate to these moments which the software has marked as ‘suspect’. Play and watch the video around these moments. 

Based on experience, you would have to look in particular at the top 20% of the students with regard to suspicion percentage. In principle, you will also only have to look at the marked fragments of the top 20%, not the entire exam. Each session you watch will take about 3 to 5 minutes per student.


How do I make reports based on the data in Proctorio? 

Individually 
Proctorio contains two features to make a report. The first feature is a report from the exam session of an individual student. To do this, click on the first tab (the ‘Proctorio Gradebook’ tab) of the exam session for that student. Afterwards, right click on the bottom icon (Display PDF Export Options). This icon looks like this: 
[image: ]
Here you can indicate what has to be included in the report. If you have done that, click on ‘Generate PDF’ to generate the report. If all options have been selected for generating the report, it will contain not only what the student has done and how high the suspicion rate is for his or her exam session, but also what the settings were under which the exam was administered and what the settings were on the basis of which the suspicion percentage was calculated. Also, images of moments when suspicious behaviour took place are added. 
 
The exam session in general 
Apart from an individual report, you can also create an overall report of the exam session. You can do this by going to the last tab at the top, the ‘Export Options’ tab. Just as in the case of the individual report, you can then specify which data must be incorporated into the report. Then click on ‘Generate PDF’ to generate the report. 

If all options have been selected for generating the report, you will again be able to see under which settings the exam has been administered and again you can see what the settings were on the basis of which the suspicion percentage of the students was calculated. Subsequently, an overview will be displayed with the attempts of all students with their corresponding suspicion percentage. You can also see when exactly the students started and stopped. 
 
 
Please note: If a report is very big, then the PDF will only show part of the data. To get around this, on the ‘Display Options’ tab you can select the option ‘Infinite PDF’. This effectively removes any limit to the size of the report.




Can I use Proctorio at the time of review? 
Review can mean various things. There is a category of settings for the exam template called ‘visible immediately after test’. If this is selected and a student is reviewing the exam results, the Proctorio software just continues to run (as it was on during the exam and it is only exited when the student clicks on ‘Close’). If instead the option ‘Visible during review’ is used or an option for review was set at the time the exam was administered under the ‘review’ tab, the Proctorio software will not run, because this is a separate review moment and Proctorio is only started when an exam is started. 

Please note: A disadvantage of the option ‘Visible immediately after test’ is that if you set this, one student may finish the exam while another student is still working on it and if this option is selected, the correct answers will be visible to the person who is reviewing the exam results, who may then pass the correct answers on to others. The advantage, however, is that the Proctorio software is still running, so this would be recorded. 

Please note: During the exam weeks, there may not always be room in the schedule to allow review immediately after the exam.
One alternative would be to use the option ‘visible during review’ after all or an option for review set at the time of the exam itself under the ‘review’ tab, and then use another method (for example Microsoft Teams) to monitor the students. How practical this is, obviously depends on the size of the student group and the availability of lecturers.

Other questions
More information about proctoring in general can be found here: https://husite.nl/digitalehu2/en/distance-education/online-proctoring/ 

More information about TestVision in general can be found here: https://husite.nl/digitalehu2/digitaleleeromgeving-dlo/testvision/#support 

If you or your students have any questions during exam sessions, the appropriate channels are the Proctorio pop-up and the Proctorio website which has a Chat feature. The email address of the Exam Organization is onlinetoetsing@hu.nl 

If you still experience problems with TestVision or with the proctoring software from Proctorio and you cannot find a solution, we recommend that you first consult the organizers of your degree programme or institute. Each institute has “super users” who are specialized in the use of digital exam applications. If you are still struggling with the same problem, you can turn to the Microsoft Teams team Super-Users TestVision or you can send an email to helpdesk@hu.nl

Also keep an eye on the https://husite.nl/digitalehu2/ website, the Microsoft Teams team Super-Users TestVision and the Microsoft Teams team HU-community Online Onderwijs & Onderzoek (Online Education & Research) for experiences of other users, news, meetings and tips. 

Appendix 1: Tips and Tricks for limiting fraud in TestVision
When setting questions:
· Check whether you can test the same learning outcomes by using the question types of open questions and questions requiring an answer to be entered instead of multiple-choice questions. After all, it is easier to pass on answers to multiple choice questions.

· If you do however set multiple choice questions, the other possibility is to show the students the answer options in random order, which makes student “cooperation” more difficult.

When creating the test:
· When you create the test, you can select the option to have the questions of the exam shown in random order, which makes “student cooperation” more difficult. 

· You can also select the option that students cannot return to previous questions of previous exam sections (select the option to show exam questions and/or exam sections once). However, students must be clearly informed about this, so that they are not labouring under the illusion that they can go back to earlier questions to make corrections when this is not the case.

· Have a good think about the duration of your exam. If students have to work under pressure because time is limited, they can look up less and consult less.

· You can use an assessment rubric for creating the test. For example, this will enable you to ask a student a random question about topic A from a set of 3 questions and also for topic B and so on. This way, each student is essentially presented with a unique test. More information about creating an assessment rubric can be found here.

When setting the exam session options:
· Set a limited session window. This is the window within which students need to start and complete the exam. This window must at least cover the regular exam time plus the extra time (of 33%). One rule may be that the end time of the session window is equal to the start time + 1.5 x exam duration. 

· Set a limited start time (you can do this underneath the session window), so the students can no longer start the exam after the end of that start time (unless they had already started before the end of the start window but had dropped out, for example because of connectivity problems or other technical issues). 

· Set a password. This way only students using the password can take the exam. Only students who are actually present at the exam would then receive the password. You may consider changing the password some time after the start of the exam, to prevent students in possession of the password from passing it on to others. 

· Turn on IP check. Of course, this can only be done when all students in this session are taking the exam at a HU site. This means that only students working from certain IP addresses can access the exam. 

Whichever way you set up the exam, it is important to remember that fraud unfortunately happens just as it does with printed exams. With printed exams too, fraud cannot be prevented completely and the same is true for exams that students sit at home.
What may help is having students sign a declaration of integrity prior to the exam. While this has no legal value, it makes students aware of what is expected from them. This can be easily done in TestVision by including it in the instruction screen of the exam. 

Appendix 2: Check list for settings in TestVision
General: This applies to tests regardless of whether they are administered on site or at home or in a hybrid form (one part at home and another part at the HU)

Tests (where you can see an overview of all exams of the institute)
· Has the test been published and is it synchronous? If not, publish it (again).

Specific exam session general (after clicking on editing a specific session)
· Has the exam been linked to the session? Is this the right exam?

· Has the right test template been linked?

· Has the use of tickets been disabled? (please note: Tickets are used only for external students. Tickets cannot be used in combination with Proctorio). 

The General tab of the specific exam session
· Are the dyslexia skin and high contrast skin set as alternative skins? (click on the arrow next to the skin to set alternative skins)

· Is the test time correct? If not, this must be rectified in the test settings, not in the session settings. Afterwards, the test has to be republished.

· Is the extension factor set to 1.0?

· Has extra time been set? Extra time is 33% (rounded upwards) of the test time.

· Has the number of attempts been set to 1?

· If applicable, set a limited start time. The start time of 15 for example means that all students must have started the exam for the first time within 15 minutes after the opening of the session window. If the student has started within those 15 minutes and finds himself or herself “thrown” out of the session, the student may enter the exam session again after those 15 minutes. 

· Has the option Show exclusively been enabled? (for exams with a session window of less than 8 hours)

The Review tab of the specific exam session
· Have the required Review settings on the Review tab been selected? This, together with the test template, determines what the student will see with respect to preliminary results and correct answers either directly after the exam or at a separate review moment. Note: if you allow review immediately after the exam, it may be that Proctorio is still recording, this happens as long as Google Chrome is open. This may lead to false markings. Moreover, review immediately afterwards means that one student is still working on the exam while another student already sees the correct answers.

Grade tab of the specific exam session
· If an exam features open questions, you can set in this tab who has the right or the authority to make assessments and what the rules for the assessment are. 

Sessions (where you can see an overview of all the exam sessions of the institute)
· Is the (correct) session enabled? You can check this by clicking on the icon in the middle of the session involved, so that it looks like this: [image: ] You can only enable the session after the exam has been linked to the session.

Other
· Has the proctoring manual for students been included as a download in the introductory text of the exam? You can do this in the exam template or in the specific exam. If you change this in the exam itself (and not in the exam template), do not forget to publish the exam afterwards.

· With respect to the last point, it is highly advisable to select the option that allows students to return to the introductory text during the exam.

· Has the option in the exam template been set that students can see a ‘box for reactions’ during the exam or directly after the exam where students may specify for example that somebody rang the doorbell during the exam or that their little sister walked into the room and that the student immediately turned them away? A student may also state here that there were technical problems or that there was something wrong with (the wording of) a question.

· [bookmark: OLE_LINK1][bookmark: OLE_LINK2]Are the lecturers who are going to work with the proctoring software aware of what a data leak means? A data leak is more than a hack, it is not by definition anything to do with deliberately sharing or misappropriating personal data. It concerns sending an email with personal data to someone other than the intended recipient, or other people watching your screen while you are dealing with sensitive information. More information about the HU privacy policy and a data leak can be found on the page: https://askhu.sharepoint.hu.nl/informatie-items/Paginas/Privacy-ensecurity-overzichtspagina.aspx 



The information below depends on the type of exam, is this administered completely at the HU, is it a hybrid exam (administered partly at the HU and partly remotely) or is it administered completely remotely.

Completely at the HU
Security tab of the specific exam session
· Has IP check been selected and is the information about the locations that are linked under IP check correct? (with the new central exams, the session location concerned is called Eduroam)

· Has Proctorio been selected and has the right setting been chosen (‘zaalmidden’ or ‘zaalhoog’)?

Hybrid with separate sessions for Physical and Remote
Security tab of the specific exam session
· Has IP check been selected for the group Physical (Eduroam) and for the group Remote?

· Has Proctorio been selected and has the right setting been chosen for each session?
· Setting ‘zaalmidden’ or ‘zaalhoog’ for the session of students at the HU
· Setting ‘laag’, ‘midden’, ‘middenhoog’ or ‘hoog’ for the session of remote students

Hybrid with one session for both Physical and Remote
Security tab of the specific exam session
· Has the option IP check been disabled?

· Has Proctorio been selected and has the right setting been chosen (‘laag’, ‘midden’, ‘middenhoog’ or ‘hoog’)?

Fully proctored
Security tab of the specific exam session
· Has the option IP check been disabled?

· Has Proctorio been selected and has the right setting been chosen (‘laag’, ‘midden’, ‘middenhoog’ or ‘hoog’)?


Appendix 3: Options in Proctorio 
1; Storage options – Which data will be stored during the exam sat by a student 
a; Video – The webcam images are saved. 
b; Audio – The sounds are recorded via the microphone. 
c; Screen – What the student sees on his or her screen is saved. 
d; Web traffic – If the student opens a website in addition to the exam, the website address will be stored and a screenshot will be made of what the student sees on that website. 
e; Room scan – If this option is used, Proctorio will ask the student to show his or her entire room if the software detects that the student displays a fair amount of abnormal behaviour (for example many head movements or a lot of noise in the room). 
 
2; Lockdown options – Which features for students are restricted during the exam. 
a; Force full screen – The screen of the exam will automatically be maximized, so that the student cannot do anything else during the exam. 
b; Only one screen – If extra monitors are detected, the student is required to disconnect these. 
c; Only links within the exam – The student can only open new tabs in his or her browser by clicking on links within the TestVision exam. 
d; Close open tabs – At the beginning of the exam, a student is required to close all tabs opened in the browser in addition to the actual exam. 
e; Disable printing – This ensures that the student will not be able to print or take screenshots of the screen. 
f; Disable Clipboard – This ensures that the student will not be able to cut and paste. 
g; Block downloads
h; Clear cache – This will delete all data of the exam from the computer of the student after the exam. 
i; Disable right click – Selecting this option means it will no longer be possible to use the right mouse button. 
j; Prevent re-entry – The student has one go in completing his or her exam and cannot continue if the student stops at an intermediate point. 
 
3; Options for verification – How to establish who somebody is and whether everything is working okay 
a; Verify video – The visibility of the student will be checked on the basis of the amount of light - whether there is a good view of the student. 
b; Verify audio – The sound levels will be checked (not too much noise), check that the sounds are recorded correctly. 
c; Verify desktop – Check whether the computer works properly and the screen is recorded correctly. 
d; Verify ID – At the start of the exam, the student must show proof of ID. 
 
4; Tools – What is a student allowed to use during the exam? 
a; Calculator – The options are None, Standard or Scientific. 
b; Whiteboard – Whether this is turned on or not. It’s basically digital scrap paper on which a student can write or draw and it will be removed after the exam. 

11

image1.png
Display name:
‘Session period:
Proctorio configuration:
Safe Exam Browser:
Maximun test time:

Midden

midden
No
60 minutes

View in dashboard




image2.png
a1%

34%

7%

19%




image3.png
|@

@ __ o

Navigating Anay Keysrokes Copyapaste
L
]
srowserResize AudoLevels ead and ye Movement

¥

'

MultFace: Leaving the Room




image4.png




image5.png




