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Introduction 

These regulations relate to the rules for administering an exam at the HU by means of the new 

central exams (Bring Your Own Device (BYOD)). The reason for using this approach is the fact 

that since the spring of 2020 the COVID-pandemic and the consequent temporary closure of the 

buildings of the HU has wreaked havoc with organizing and administering exams. 

To prevent students from falling behind in their studies, the HU has been administering a num-

ber of exams by means of online proctoring (at home) since period D of the academic year 

2019-2020, as a last resort for knowledge tests (in written form) that could not be administered 

in any other way. This way, exams could be administered online outside HU sites where the risk 

of irregularities was reduced and study progress for students remained possible. 

 

For the administration of exams from period C of the academic year 2020-2021, the HU has the 

opportunity to administer exams in the form of the new central exams. Administering exams this 

way means that exams can be taken at a HU location with measures in place with regard to 

COVID-19 (such as 1.5 m distance). In this form of testing, students will sit an online exam with-

in the digital test system TestVision using their own laptop (the BYOD principle, Bring Your Own 

Device) at a HU site with an invigilator physically present. The HU uses the proctoring software 

of Proctorio for this purpose (for more information please visit https://proctorio.com). The ad-

vantage of this form of testing is that more exams can be administered at the HU while respect-

ing the 1.5 meter rule and the impact on privacy is nowhere near as big as with online proctored 

exams taken at home. 

 

The exam is taken and by means of a Proctorio plug-in there will be monitoring of computer ac-

tivity, but without recording video and audio. This is an important difference with the online proc-

toring at home. The proctoring software ‘locks’ the student’s laptop and records the screen dis-

play and browser activity among other things. 

SURF distinguishes four categories of proctoring: 

(1) live invigilation with conferencing software, 

(2) live proctoring (with special software) where somebody watches proceedings during the ex-

am and can intervene, 

(3) reviewing every exam at a later time, on the basis of recorded images and logs, and 

(4) automated reviewing (where the report is checked retrospectively).1 

 

The category used by the HU since period C of the academic year 2020-2021 does not come 

under one of these categories. The reason is that it is not literally covered by the definition of 

proctoring, although a form of proctoring software is used. This software is a much less privacy 

sensitive version than that used for online proctoring outside the HU, because students are not 

taking the exam in a private situation, no webcam images are created, no sound is recorded and 

no image of the proof of ID is stored. 

 

Computer activity is watched by reviewers, to assess unusual computer activity in the situation 

and to assess whether there is any reason to suspect irregularities. The reviewer reports a sus-

picion of irregularities to the Examination Board via HUKAS. 

 

The following rules relate to the new central exams (BYOD) and supplement the regular Exami-

nation Regulations (https://askhu.sharepoint.hu.nl/informatie-

items/Paginas/Taking%20exam%20or%20tests.aspx). No proctoring software is used for written 

exams and digital exams administered on a HU laptop or a stationary computer at a HU site. 

Only the regular Examination Regulations apply to these exams. 

                                                      
1 SURF, Whitepaper online proctoring, 2020 

https://proctorio.com/
https://askhu.sharepoint.hu.nl/informatie-items/Paginas/Taking%20exam%20or%20tests.aspx
https://askhu.sharepoint.hu.nl/informatie-items/Paginas/Taking%20exam%20or%20tests.aspx
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These Regulations are intended for lecturers, examiners, Examination Boards, staff members 

and students of HU University of Applied Sciences Utrecht.  
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Chapter 1 General Provisions 

Article 1 Scope of Regulations 

 
1. These Regulations concern the new central exams from period C of the academic year 

2020-2021 within the HU. The Regulations will be valid indefinitely and will be updated if 
necessary. 

2. These Regulations concern the online exams taken by a student at a HU location using 
his or her own laptop with the deployment of TestVision and Proctorio. 

 

During the exam, in addition to the rules stated in these Regulations, the rules specified in the 

Examination Regulations also apply. 

Article 2 Definitions 

Association of Examination 
Boards of the HU (CvE-HU) 

The CvE-HU is a consultation body made up from the chairs of the 
Examination Boards. 

BYOD BYOD stands for Bring Your Own Device. The student brings his or 
her own laptop in order to take the exam at a HU site designated for 
that purpose. 

Chat software  During the exam, the chat software (Olark) enables students to ask for 
help from the help desk run by the proctoring supplier and to report 
problems with the exam. 

Configuration table A list stating which features are registered by the proctoring tool during 
the exam. This list is used for the review and obviates the need for the 
reviewer to watch the entire exam. 

Exam An assessment of the knowledge, insight and skills of a student, in-
cluding the issuing of a grade or final evaluation. Every course is con-
cluded with an exam. There are various types of exams, such as writ-
ten or digital exams, verbal exams, and assessments. The Higher Ed-
ucation and Scientific Research Act also refers to exams as ‘tenta-
men’. (OER-HU Appendix 1 Concepts under 41). 

Exam Organization The Exam Organization provides support in the administration of the 
new central exams and, in the event of problems during the exams, 
can be contacted via onlinetoetsing@hu.nl. 

Exam report  A general report is available about every online proctored exam to-
gether with the observation details of the exam. An exam report will 
contain the notifications linked to the configuration (a list with items 
checked by the software). No video or sound recordings of the student 
are made, nor is a picture of the ID card taken. See also review rap-
port. 

Examination Board A board set up in accordance with Article 7.12 of the Higher Education 
and Scientific Research Act for the purpose of administering, organiz-
ing, coordinating, and guaranteeing the quality of tests and examina-
tions of one or more degree programmes. The board's tasks, capaci-
ties, composition and appointment are described in the Examination 
Board Regulations. 

Examiner A lecturer appointed by the Examination Board who is charged with 
administering exams and determining their results (Appendix 1 B Con-
cepts Education and Examination Regulations). The examiner is legal-
ly responsible for administering the exam. 

mailto:onlinetoetsing@hu.nl
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Help desk staff Staff members of the HU Help desk for technical support during the 
exams and in the short period before and after the exam. The help 
desk can be reached at the email address onlinetoetsing@hu.nl. 

HUKAS HUKAS is the digital request system of the Examination Board of the 
HU. Here the student or the lecturer can submit a request to the Exam-
ination Board. An examiner can also use it to report suspicions of ir-
regularities. 

Individual report A report is available about every online proctored exam together with 
the observation details. An individual report on the student contains 
the notifications related to computer activity, so that one can see what 
the student is doing with his laptop at that moment. No video or sound 
recordings of the student are made, nor is a picture of the ID card tak-
en. See also Review report. 

Institutional administration The institutional administration (Executive Board) is responsible for the 
Education and Examination Regulations (OER) and for the HU-wide 
organization and procedures regarding tests and examinations to 
which these Regulations apply. 

Invigilator The invigilator checks the identity of the student prior to the exam, by 
means of a valid proof of ID and also checks whether the student is 
listed on the attendance register. During the exam, the invigilator moni-
tors proceedings in the examination room. The invigilator is not a re-
viewer. With the new central exams, invigilators do not have a role in 
communicating problems to either the Exam Organization or Proctorio. 
Should such problems arise, the student may contact the Proctorio 
chat service or send an email to onlinetoetsing@hu.nl. 
For information about the tasks and responsibilities of the invigilator 
see the Examination Regulations on Ask HU. 

Irregularity If a student commits plagiarism or fraud, or does something else or 
omits to do something as a result of which the examiner may not be 
able to give a fair and accurate assessment about the student’s per-
formance in the exam, then the assessment cannot stand. The collec-
tive name for such actions (or failures to act) is ‘irregularities’. OER-HU 
2020-2021 Article 4.12 

New central exams The new central exams constitute a new form of administering exams 
from period C of the academic year 2020-2021 that takes place at the 
HU where the student uses his or her own laptop (BYOD). To do so, 
the student must download and install a plug-in from Proctorio, with 
which the software can “lock” the laptop for the exam. 

OER-HU 2020-2021  HU Education and Examination Regulations 2020-2021. 

Online proctoring system A digital system monitoring online exams, which can be used to pre-
vent or investigate irregularities that happen during online exams. 

Proctoring company  The software company providing the proctoring tools for the online ex-
ams administered by the HU (Proctorio). 

Proctoring help desk The help desk staff at Proctorio who can be contacted by the students 
using the chat software during the new central exams in connection 
with problems with the proctoring software. 

Proctoring tool The system of proctoring deployed by the HU for online proctored ex-
ams (supplied by Proctorio). With the new central exams, this is a 
plug-in from Proctorio. 

Report The reviewer’s report in which the arguments for suspicion of irregular-
ities are outlined and which will be sent to the Examination Board. 

Reviewer The reviewer checks the recorded material of the new central exam 
and reports any suspected irregularities to the Examination Board. The 

mailto:onlinetoetsing@hu.nl
mailto:onlinetoetsing@hu.nl
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reviewer may be a lecturer or an examiner. A staff member of the Ex-
am Organization may also assist the examiner with the review. He or 
she will always report to the examiner. 

Review report A report is available about every online proctored exam together with 
the observation details. A generic exam report and an individual report 
can be generated in Proctorio. The reports are used by the reviewer in 
reviewing the screen recordings of the computer use. No video or 
sound recordings of the student are made, nor is a picture of the ID 
card taken. See also Individual report and Exam report. 

Student A person, in accordance with Article 7.32ff. of the Higher Education 
and Scientific Research Act or other legal regulations, who is enrolled 
at HU University of Applied Sciences in either a full-time, part-time or 
work-study programme. 

TestVision  A digital exam system with which exams are administered at the HU. 

Test Experts Group (TEG) The Test Experts Group is a group of lecturers who together may be in 
charge of organizing, preparing and administering a digital exam within 
their own degree programme or institute. The TEG does not have the 
authority to assess exams. Not all institutes have a TEG. 

 

Chapter 2 The new central exams 

Article 3 The new central exams 

1. During the exam, in addition to the rules stated in these Regulations, the rules specified 
in the Examination Regulations also apply. 
 

2. In the new central exams regime, the student takes the exam on his or her own laptop 
(BYOD) in a designated (exam) room at a HU site, with an invigilator physically present. 
 

3. During the exam, the student’s laptop will be locked by means of a plug-in with proctor-
ing software. To this end, the student’s personal data (mentioned in Article 3 paragraph 
4) are stored in order to prevent and detect fraud. 
 

4. The student’s keystrokes and computer activities are registered and recorded with a 
system of ‘artificial intelligence’. IP address, online search behaviour and screenshots 
are recorded. (See also Privacy Notice Regarding the New Central Exams on Digitale 
HU). 
 

5. The proctoring tool subsequently records the actions of the student during the exam. 
The moments when the proctoring system detects unusual behaviour are marked by the 
system. 
 

6. Which behaviours are registered has been specified in advance in a configuration table 
(see also Manual digital exams for lecturers on Digitale HU: 
https://husite.nl/digitalehu2/en/distance-education/digital-exams). The proctoring system 
indicates the moment, the number of times and the nature of the events in the registra-

tion of the exam. All this is described in a review report. 
 

7. For a student to take the new central exam, he or she requires a laptop to be taken to 
the HU location where the exam is administered. Prior to the exam, the student must 
download the software on this laptop. He or she will need to install Google Chrome or 
Microsoft Edge and the Proctorio plug-in on the laptop, as well as the Olark chat soft-

https://husite.nl/digitalehu2/en/distance-education/digital-exams
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ware. The student is responsible for a properly working laptop, charger and any other 
accessories. For all requirements regarding the laptop and the necessary software refer 
to the Manual digital exams for students). 
 

8. For the benefit of students with a recognized disability, various examination facilities can 
be provided via the Examination Board in order to administer the new central exam. 
Possible exam facilities are extra time and/or the use of ClaroRead. Other facilities, 
such as permission to eat during the exam or to take medication are also possible. If a 
student has permission to use ClaroRead, this program may be downloaded on the stu-
dent’s computer prior to the exam.  
 

Article 4 Review 

1. The review is carried out by a reviewer. The recorded and collected data are watched, 
analysed and assessed for irregularities by a reviewer after the exam, whether or not 
with the markers placed in the stored information by the proctoring system. This infor-
mation is visible on the screen when one watches the screen recordings of computer ac-
tivity.  

 
2. How many and which screen recordings of computer activity are viewed is determined 

by the examiners (see Manual digital exams for lecturers). For example, this may de-
pend on the number of students that took the exam and/or on a previously agreed num-
ber or percentage of the exams (sample), and may be based on actions detected by the 
system. 

 
3. If a reviewer suspects any irregularities, he/she will create a report. The reviewer reports 

his or her suspicion to the Examination Board via HUKAS. The review report and/or the 
report are added to the notification. 
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Chapter 3 Exam administration 

Article 5 Conditions for administering an exam 

1. The (technical) conditions for administering an exam can be found in the Manual digital 

exams for students. See https://husite.nl/digitalehu2/en/distance-education/digital-
exams/. 
 

2. The student can only participate in the exam if he or she has registered for that exam. If 
a student does not login and does not sit the exam, the exam will be recorded with an 
NA (Niet Aanwezig, Not Present) in OSIRIS. The student will then have used one of his 
or her exam opportunities. 

Article 6 Starting and finishing the exam 

1. Before the student starts the exam, he or she will log on to TestVision with his or her 
own HU login details. 
 

2. A new central (partial) exam is started and concluded within the set time. Once an exam 
(or part thereof) is concluded, it can no longer be reopened. 

 
3. If the student no longer needs or wishes to use the Proctorio plug-in, he or she can re-

move it after the exam, see the Manual digital exams for students. 

Article 7 Support 

1. In the event of technical problems with devices or Wi-Fi that the student is unable to 
solve, the HU help desk provides assistance (helpdesk@hu.nl). 
 

2. If the student runs into problems with the proctoring tool during the exam, he or she can 
contact the proctoring organization via the chat support feature of Proctorio (in English).  
 

3. For all other problems during the exam, or if Proctorio’s chat support cannot help, the 
student needs to report this during the exam via onlinetoetsing@hu.nl. (See also Manu-
al digital exams for students) 

Article 8 Rules during the administration of the exam 

During the exam, the following rules apply in addition to the Examination Regulations: 

 
a. The student takes the exam in the exam room of the HU which has been designated for 

the relevant exam at that time. 
b. The use of mobile telephones, extra cameras or other tools to record the exam ques-

tions is not permitted. Making screenshots is not allowed.  
c. The use of unauthorized resources and stealing and misappropriating exam information 

will be regarded as irregularities.  

https://husite.nl/digitalehu2/en/distance-education/digital-exams
https://husite.nl/digitalehu2/en/distance-education/digital-exams
https://husite.nl/digitalehu2/
https://husite.nl/digitalehu2/
https://husite.nl/digitalehu2/
mailto:helpdesk@hu.nl
mailto:onlinetoetsing@hu.nl
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Chapter 4 Faults and irregularities 

Article 9 Problems during the administration of the exam 

1. Problems with the proctoring software of the systems during the exam are to be report-
ed by the student as soon as possible. Problems with the proctoring tool can be report-
ed via the chat software of the proctoring tool. For all other problems with the exam, the 
student must report these by email to onlinetoetsing@hu.nl. 

 
2. If the exam is disrupted because of problems that are demonstrably beyond the control 

of the student, the student may submit a request to the Examination Board to be granted 
another attempt to take the exam (Article 4.4 OER-HU). The student must have reported 
this situation during the exam via the chat software in Proctorio or via an email sent to 
onlinetoetsing@hu.nl. 

 
3. In the event of technical problems (for example a power outage within the HU or the 

proctoring company), as a result of which one or more students are unable to sit or 
complete or even login and start the exam, this exam may be declared “invalid” by the 
Examination Board, meaning that the exam opportunity for the students is preserved.  

 
4. When a new central exam is taken without the proctoring software having been activat-

ed, the Examination Board will launch an investigation (Article 4.12 OER-HU) and the 
exam may be declared invalid because in that case the reliability of the administration of 
the exam cannot be guaranteed. 

 
5. In the event of force majeure (calamities such as a total power outage, a failure of the 

exam system, disasters), the Calamiteitenprotocol Toetsing Hogeschool Utrecht (CvB, 
2020) / Calamities Protocol for HU Examinations (Executive Board 2020) will apply. If 
during and after the exam calamities affecting the exam are found to have taken place, 
the institute-wide Examination Board(s) and/or the CvE-HU may decide to cancel the 
exam and/or schedule a new exam. The students’ exam opportunities will be retained in 
that case. 

Article 10 Irregularities 

1. In addition to the provisions from the OER-HU with regard to irregularities, the following 
provisions apply to the new central exams: 

a. The student will have to take the exam in the exam room reserved by the HU for 
that purpose. If it becomes clear that the student took the exam outside the ex-
am room of the HU, the Examination Board may declare the exam invalid. 

b. The reviewer will check how the exam was administered. To this end, the re-
viewer will evaluate the information that was stored. This is therefore not so 
much an assessment of the exam itself as an assessment of the administration 
of the exam. 

c. The reviewer will base his assessment in accordance with the Lecturer Manual 
and on the basis of the registered use of the Clipboard feature, mouse, browser, 
Windows, screen recordings, all websites visited and any other open applica-
tions and screens connected with the computer. See Manual digital exams for 
lecturers). 

d. Any suspicion of irregularities will be reported by the reviewer in a report submit-
ted to the Examination Board via HUKAS. The Examination Board will investi-
gate the report. 

mailto:onlinetoetsing@hu.nl
mailto:onlinetoetsing@hu.nl
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e. In any case, irregularities are understood to include: 
- taking the exam outside the exam room reserved for the relevant exam 
- the use of another person’s identity (for example, somebody else’s proof of 

ID). 
- the (attempted) use of unauthorized sources and tools, such as using Inter-

net (by phone/smartphone, Apple watch, other devices etc.), the use of 
books and help of people in order to influence the examination result. 

- the (attempted) use of unauthorized stored, projected, printed or handwrit-
ten texts, images or crib sheets (“cheat sheets”), in order to influence the 
examination result. 

- (any attempt aimed at) making any unauthorized images or copies of the 
exam.  

- (any attempt aimed at) carrying out technical modifications that subvert and 
undermine the proctoring system.  

 

Chapter 5 Privacy and data protection 

As from 25 May 2018, the same privacy legislation applies in the entire EU: the General Data 

Protection Regulation (GDPR). This regulation is known in the Netherlands as Algemene Veror-

dening Gegevensbescherming (AVG). These rules also apply to the storage and retention of 

personal data of the proctored exams. The contract drawn up by the HU with the company that 

supplies Proctorio meets the requirements of European legislation. 

Article 11 Data storage 

1. If you sit a new central exam, data will be temporarily stored by Proctorio (see Privacy 
Notice Regarding the New Central Exams) on Digitale HU  
https://husite.nl/digitalehu2/en/distance-education/digital-exams/). 

 

2. The data collected in the review report are exclusively used for detecting potential irreg-
ularities. 

 

3. The review report is kept for 30 days, after which it will be deleted. A review will be con-
ducted within these 30 days with respect to a select number of files where anomalies 
have been detected. The review report is kept until the moment that the assessment of 
the exam has become final. This can take more than 30 days, for example pending an 
appeal procedure or investigation with the Examination Board because of a suspicion of 
irregularities. The review report is retained as long as is necessary to conduct further in-
vestigations and to arrive at a decision about the legality of the result of an exam (this 
also includes any legal proceedings that may be necessary). 

 

4. The review report is also covered by the General Data Protection Regulation (GDPR), 
since it contains personal data.  

 

5. The GDPR applies to data processing within online proctoring. The Data Protection Of-
ficer monitors compliance with the GDPR. Processor agreements have been entered in-
to with Proctorio and by virtue of the GDPR and these agreements, Proctorio is bound to 
the GDPR.  

 

https://husite.nl/digitalehu2/en/distance-education/digital-exams/
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6. The HU is responsible for providing clear and transparent information about proctoring 
to the students, such as the processing of personal data, the purpose of the processing 
and the manner in which the processing takes place.  

 

7. If a suspicion of any irregularities has been reported to the Examination Board, the re-
view report will also be submitted to the Examination Board. The review report is kept by 
the Examination Board until the investigation into the suspected irregularities has been 
completed by the Examination Board. The Examination Board will see to the destruction 
of the review report in HUKAS within 14 days after the assessment (following any ap-
peal as the case may be) has become final. 

Article 12 Access to stored data 

1. Students have the right to access all personal data that have been processed, to rectify 
incorrect personal data, to have personal data erased, to limit the processing of person-
al data, and a right to portability of personal data. This concerns all personal data that 
have been processed within the process of the administration of the exam and that have 
been saved because of the assessment. 

 

2. Reviewers and the Examination Board have access to the data as referred to under Ar-
ticle 11 paragraph 1 and paragraph 7, in order to assess whether the exam was admin-
istered in accordance with the rules. 

 

3. If a student initiates an appeal procedure, the reports will be supplied to the HU Legal 
Protection for Students Office if necessary and if requested. In the event of an appeal 
procedure, the CBE (College van Beroep voor de Examens, Board of Appeal concern-
ing Examinations) and where applicable the CBHO (College van Beroep voor het hoger 
onderwijs, the Appeals Tribunal for Higher Education) will also have access to the re-
view report. 
 

 

Chapter 6 Rights and obligations of the student 

Article 13 Rights 

1. A student who does not have the required hardware and software may, before the exam 
date, submit a request to the Examination Board to take the exam at a HU location and 
to use a laptop provided by the HU. Students wishing to avail themselves of this oppor-
tunity must submit a request to that effect to the Examination Board in good time.  

 

2. Students with insurmountable objections to taking a new central exam which involves 
the use of Proctorio on their laptops - because of the use of personal data (privacy) - 
have the right to reject the exam for that reason. For these students an alternative form 
of testing will be organized at a time to be decided. In this scenario, the student accepts 
the possibility of falling behind in his or her studies. 
 

3. Students who object to the use of Proctorio on their laptops may make their objections 
known and discuss them with the Data Protection Officer (students can make an ap-
pointment via askprivacy@hu.nl) or they can use the complaints form that is available 
from the Student Information Point (STIP). In that conversation, the Data Protection Of-
ficer will provide information about the measures to safeguard privacy with respect to 

mailto:askprivacy@hu.nl
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proctoring and check whether the concerns can be addressed satisfactorily. Should ca-
pacity be insufficient, the Privacy Organization will assist the Data Protection Officer with 
this task. 

 

4. Students objecting to taking the new central exam for any other reasons may turn to the 
Examination Board to request an alternative assignment (Article 4.6 OER-HU). 

 

5. Students who do not want to take a new central exam can ask the Examination Board 
that they be de-registered for the exam (in derogation from Article 4.7 OER-HU), if the 
deadline for registration has passed before it was announced that the exam was going 
to be administered with proctoring. This way, students will not lose one of the exam op-
portunities and may still use the opportunity in the current academic year if the organiz-
ers of the degree programme schedule another exam. The organizers of the degree 
programme are under no obligation to do so. 

 

6. If the student submits a request to the Examination Board, the rules from the OER-HU 
will apply in full force with regard to the possibility of an appeal and the request for a 
temporary arrangement. 

Article 14 Obligations 

1. To administer the exam with the new central exams, a Privacy Notice was created. Be-
fore taking part in the exam, the student must have read the (privacy) terms and condi-
tions for the exam as stated in the Privacy Notice Regarding the New Central Exams on 
Digitale HU (https://husite.nl/digitalehu2/en/distance-education/digital-exams/). 
 

Chapter 7 Final provisions 

Article 15 Finally... 

1. In individual and compelling cases of unfairness or unreasonableness, the Examination 
Board has the discretion to deviate from these Regulations in favour of the student. 

 
2. Any cases not covered by the Regulations will be decided by the Examination Board. 

Article 16 Finally... 

These Regulations may be referred to as the HU Regulations for Administering the New Cen-

tral Exams. 

https://husite.nl/digitalehu2/en/distance-education/digital-exams/

